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User Guide — Two Factor Authentication
setup for Cambio Patient Flow

This guide is separated into two sections. The first section is for Cambio users who will have
access to a trust iPhone or iPad when using the Cambio system. If this applies to you, please
follow the instructions for Microsoft Authenticator. This is the preferred method for accessing

Cambio.

If you do not have access to a trust iDevice while accessing Cambio (e.g. you work in a secure
ward where mobile devices are not permitted), please follow the Authy Authenticator instructions.

Microsoft Authenticator

1. Before starting, please ensure you have received an email from
donotreply@cambiouk.co.uk. The email subject will be “2FA QRcode for Cambio
PFM” and will look like this:

2FA QRcode for Cambio PFM
3 Repl € Reply All
do-not-reply@cambiouk.co.uk SNt 2
To @ Yildirim Ali (RNU) Oxford Health

This email originated from outside of Oxford Health. Please consider carefully when choosing to open attachments, click links or deal with unexpected or unusual requests.

Hello Al Yildirim,

Please find your QR code for Cambio PFM

Or use code OF4PDGL54KSQHKIKFSCDLUSYO7ILUXIGAZH326)VLVBTKBSXGNZWSNXP



2. On your iPhone or iPad, find the ‘Self Service’ app.
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3. Open the app and find the ‘Microsoft Authenticator’ app from the list.

12:28 Thu 3 Mar it 4G 100% W
i~ <
H J Self Service

All

*
[NHS]
Carenotes &

..... . Community
Health
Community "
CM2000 Health Carenotes Expenses Mobile Google Chrome
Install Install Install Install
w
@ ' B
ﬁ Carenotes
O .
Headspace: L&R Hosiery Mental Health
Meditation & Sl... samiieset Selector Carenotes
Install Reinstall

Install Reinstall

e e g

Microsoft 5 Microsoft Microsoft
Authenticator MigrosoftExoel OneDrive OneNote
Install Install Reinstall Install
* *
k- @ < @i
L\ Noifcations 2 search

()} Home



4. Tap on this and tap install.
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Description

Use Microsoft Authenticatar for easy, secure sign-ins for all your online accounts using multi-factor
authentication. passwordiess, or password autofill. You also heve additional account management
options tor your Microsoft personal, work or schoel accounts.

Getting started with multi-factor authentication

Mlulti factor authentication (MFA)provides a second layer of securily. When enablad, during login
after entering your password, you'll be asked for an additional way to prove if's really you. Either
approve tha notification sent 1o the Microsoft Authenticator, or entar the ona-lime password (OTF]
ganaratad by the 2pp.The OTP codes have a 30 sacond timar counting cown. This timer is so you
navar hava 1o Use the sama time-based ana-1ime password (TOTP) twica and you don't have to
remenmber the number. The OTP doesn't require you to be connected 1o & network, and it won't
drain your banery. You can add multiple accounts 1o your aps, inchuding non-Microsoft accounts like
Fecebook, Amazon, Dropbox, Google, Linkedin, GitHub, end maore,

Gatling started with passwordiess

Use yaur phane, not your password, to log info your Micresalt account. Just enler your usermame.
then approve the notification sent to your phone. Your fingemrint, face 10, or PIN will provide a
second laver of security in this two-step verification process. After you've signed in with two factor
authentication (2FA), you'll have access 1o all yaur Microsoil pracucts and services, such as
Quilook, OneDrive, Office, and more.

Gelting started with autofill

Microscit Authenticaior app can also aviefill passvrerds for you. Sign-in on the Passwords tab inside
the Authenticator app with your personal Mierosoft accourt io start syncing passwords, including the
passwords saved In Microsoft Edge. Make Microsoft Authenticator the default autofill provider and
start Bmlhf@ passwords on apps and sites you wisit on your mebie. Your passwords are prmaclad
with mulli-lactor authentication in the app. You will need 12 prave yoursell with your fingerprint, face
10, o1 FIN [0 access and autofill passwords on your mobile, You can alse import passwords from
Gaogle Chrame and other password managers

MICTOSGH parsonal, work of school Accounts

Sometimes your work or schaal might ask you bo instal the Micrasoll Authenticater when accessing
cartaln organizalion resources. You will need {0 register your devige lo your organization through
the apg and add your work or school aceount. Microsoft Authenticalor supports cerl-based
authenticatian by issuing a cortificate on your davice This will lal your organ zation knaw that the
sign-in 1equesl is coming from a lrusted device and help you seamlessly and securely access
agatonal MIcrosott apps and senvices without nescing 1 109 mto each.

5. When the installation is complete, you should be able to see the app on your home
screen called ‘Authenticator’.
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6. Tap on the app to open. Tap on ‘| agree’ to proceed.
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Your privacy matters

We collect required diagnostics to keep the app secured and

. This does not include your name or any sensitive data.

You can also opt in anytime from app settings to share usage data

that will help us improve Authenticator

Privacy statement

7. Click ‘skip’ in the top right-hand corner.
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Peace of mind for your digital life

Secure your accounts with multi-factor authentication

(A] Add work or school account

B8 ScanaQRcode

You cen gel & OR code fro)




8. Click on the + icon in the top right-hand corner. If a prompt pops up, press continue.
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Already have a backup?
Sign in to your recovery account.

Tap on ‘Other’. This will open your camera; you may need to approve the use of your
camera in the app.
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Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account
=- Work or school account

| Other (Google, Facebook, stc.)




10. With the 2FA QRcode email open on your desktop or laptop screen, line up the
image of the QR code with the blue box on your iDevice screen. If you have any
issues using the QR code to set up the Authenticator, please tap on ‘Or enter code
manually’.
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Scan QR code

Or enter code manually

11.If entering the code manually, go into your emails on your iDevice and open the 2FA
QRcode email from Cambio. Press and hold on the code at the bottom of the email
until you can see it is highlighted in blue, then let go and you should see an option
pop up to copy. Make sure the whole of the code is highlighted.
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To Details &9

2FA QRcode for Cambio PFM

This emall orlginated from outside of Oxford Health. Please consider carefully when choosing to open attachments,
click links or deal with Unexpected or unusual requosts.

Hello

Please find your QR code for Cambio PFM

f,‘u.p\,‘ SelectAll | LookUp | Share..

E?CSIACGLQQDNQVDF32UPCQEVBWSGB3AWPWV3>(J6E4FOYYEQDOY53VK‘41




12.Paste the code by tapping on the text box named ‘Secret key’ and then ‘Paste’. You
also need to enter an account name; this can be anything you like but make sure it's
clear what the account will be for. Once both fields have been filled in, tap on finish.

Add account

13. Your two-factor authentication should now be set up! When logging into Cambio,
after you enter your username and password, it will ask for a passcode. Please enter
the 6-digit code that appears on screen. Please note that it will update every 30
seconds.
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Accessing Cambio with 2FA

1.

Go to https://oxfordpc.cambiouk.co.uk/pfm and click on your role tab.
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2. Enter your username and password and click Login. This will cause a box to appear
underneath Password for your Passcode.

T

Please wait, completing startup

Passaord seseeernee

Favscose

q&M_E.I.O 5:;: Logen I Cancel l

3. Using the two-factor authentication app that you have set up, (either Microsoft or
Authy) enter the 6-digit code into the Passcode box.
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